Introduction
Total worldwide e-commerce revenues have been estimated 1 to have reached about US$2.3 billion in 2002, with a predicted growth rate for 2003 of 69% in the U.S. and higher in developing economies. Internet-generated revenue did not generally slow down with the global economy around the turn of the century. This indicates the increasing importance of electronic marketplaces, where the potential savings and other opportunities have focused attention on the factors that might facilitate or constrain the continued expansion and diffusion of e-commerce. 2 A number of studies have identified a lack of trust as one of the main possible constraints on e-commerce, particularly in terms of consumer protection and other worries that focus on three main aspects of trust in electronic transactions: identity, privacy and security 3 . The potential for difficulties in establishing the authenticity of the identity of a consumer or online business is one of the characteristics that distinguishes trust issues in electronic environments from most other contexts. For consumers, identity is bound up with concerns about privacy and data protection that have been highlighted ever since computers emerged as an important technology in the 1960s. This has led to the development of guidelines 4 and legislation 5 on privacy and data protection, including security safeguards for information held on information and communication technologies (ICTs) .
Although the elements that contribute towards building trust can be identified in broad terms, there are still many uncertainties around the definition of trust in relation to the use of ICTs, such as the Internet, and in developing strategies for enhancing consumer trust in e-commerce. Moreover, there is debate over whether e-commerce might be undermined or enhanced by the adoption of certain strategies designed to enhance trust. The rationale for seeking to develop strategies to enhance trust, including the use of Privacy-Enhancing Technologies (PETs) 6 , online Alternative Dispute Resolution (ADR) 7 procedures and other products and services, is sometimes based on the belief that increased trust will reduce overall transaction costs and risk 8 . At the same time, the growth of e-commerce could be inhibited by particular approaches to enhancing trust, for example if strengthening the level of privacy protection or identification procedures is achieved using methods that create unacceptable increases in costs or operational burdens. Finding an appropriate framework that balances the need to offer consumer protection while maintaining e-commerce growth involves many interrelated uncertainties: economic, psychological, institutional, technical and legal. Unravelling and gaining a better understanding of these issues requires social and economic research that has a broad perception of the co-evolutionary nature of human, organisational and technological systems 9 .
This paper discusses some of the major issues surrounding trust in e-commerce, by first defining the concept of trust before identifying and examining some trust-enhancing strategies, products and services and their impacts. The conclusion uses this review to highlight key future research priorities aimed at gaining theoretical and practical insights into how the needs of consumers, citizens, business, government and other stakeholders can be taken into account in a balanced way when developing a strategy for building trust in electronic markets.
Trust, Identity, Security and Privacy: Complementarity or Tension?
Trust has been studied at length in many disciplines. Pettit (1995) makes a distinction between the attribute of trust and the behaviour of trust. Misztal (1996) identifies different types of trust according to their role: commercial, problem solving, informational, knowledge and identity. McCullagh (1998) defines three types of trust: behavioural, business and technology, while Kini and Choobineh (1998) make a distinction from three different perspectives on trust: individual, societal and relationship. Baron (1998) identifies trust as a good, a belief and a behaviour. As no consensus has emerged on what trust means, this paper begins by defining (and delimiting) the concept of trust used in this study, before proceeding to examine its role in the information economy.
The Oxford English Dictionary defines trust, in part, as "[…] a firm belief in the reliability or truth or strength etc. of a person or thing. [...] a confident expectation.
[…] reliance on the truth of a statement etc. without examination." A common factor in this and other definitions of trust is the prevailing degree of confidence, more specifically the degree of uncertainty (e.g. Sobel, 1985; Gambetta, 1990; Kollock, 1994; Sako and Helper, 1998) . Without uncertainty, trust is not a significant issue because certainty means the outcome will be the same whether or not a trusting act was involved. Although uncertainty is an important aspect of trust, it is not sufficient to produce trust. For example, a consumer may choose to enter into a transaction to buy a good of unknown high or low quality. 10 By purchasing from the seller, the consumer is not necessarily signalling that she trusts the seller; if the price of the good is lower than the buyer's reservation price for a low quality good, buying it becomes a rational choice, from the perspective of pure self-interest, not a trusting act. Therefore, more than uncertainty is required to define trust and fully characterize a trust situation.
This study will use the definition of the act of trust by Bacharach and Gambetta (2001) : "a person trusts someone to do X if she acts on the expectation that he will do X when both know that two conditions obtain: if he fails to do X she would have done better to act otherwise, and her acting in the way she does gives him a selfish reason not to do X". The first condition entails exposure from the trustor (by allowing the trustee to make her worse off), while the second condition implies temptation for the trustee (as he can profit from violating trust). This establishes that trust requires three conditions: uncertainty, exposure and temptation. A typical trust problem is exemplified in Appendix I.
Empirical evidence relating to the precise impact of the Internet and other ICTs on trust is still sparse and sometimes contradictory. Uncertainty in electronic interactions and transactions might be higher than in face-to-face exchanges because the reduced communication channel could make it harder to establish identity by making it more difficult to observe important non-verbal physical cues 11 . This also makes imitation cheaper and easier. However, while acknowledging that less face-to-face interaction, increased impersonality and lack of social context 12 might lead to a reduced ability to establish trust online, Ben-Ner and Putterman (2002, pp. 14-16) argue that this could be offset by the greater availability of high-quality information via the Internet, for example through online product comparisons and specialised expert chat rooms. But this view could be questioned by the large dispersion in prices found in online shops (Morgan, Orzen and Sefton, 2001 ) and the fact that inter-shop competition appears more in advertising outlays than in prices (Latcovich and Smith, 2001) . The 'comparisons' and 'experts' accessed via the Internet can also be deceiving, for instance if they are posted by fraudsters mimicking genuine sources.
These kinds of uncertainties make the establishment of identity very important in ecommerce transactions, in order to determine who you are dealing with, verify his reputation and create accountability. Legal responsibility for payment, promises made and merchandise delivery also requires the establishment of identity for both parties in a transaction, which requires data collection. In this respect, data collection can help trust by creating a legal bond between the parties involved. However, the collection and availability of data can create problems of trust in terms of privacy because individuals may be wary of data surveillance, or of the secondary use of that information. Indeed, privacy is repeatedly identified as a concern that prevents consumers from using the Internet for transactions 13 . In this way, there is a "trust tension" between privacy and identity: absence of data impedes trust as accountability is limited, but data gathering creates trust problems regarding the use of the data in question and intrusions on privacy. Given that there is now a recognition of a "universal" right to privacy 14 , and that information technology gives people and organizations the power to gather and disclose vast amounts of information, those who collect and disseminate data should be responsible for maintaining privacy. However, protection of the right to privacy has not always been implemented in ICT systems because "privacy is part of ethical codes but not consistently part of computer code" (Camp, 2000, p. 132) .
One trust-enhancing product that seeks to ameliorate this tension is the use in ecommerce transactions of various forms of digital "tokens", sometimes called "e-cash" or "digital cash". These are obtained from, and managed by, token suppliers. The electronic tokens are then used instead of credit cards and other "real" money in online transactions. The use of these tokens focuses identity and data collection requirements on the relationship between the consumer and the token supplier, rather than each businessconsumer interaction. Other innovative forms of payment are also emerging, such as the "Amazon Honor System". This allows visitors to a web site to make voluntary payments to gain access to various products and services that the site owner feels cannot, or should not, be sold at usual commercial rates. The visitor to a web site using this Honor system can be linked via a paybox to a PayPage on Amazon.com, where Amazon's patented 1-Click technology is activated to make the payment to the owner of the visited web site. Amazon manages consumer privacy and security controls, as well as the accounts of the web site owners (who are charged a small management fee, whereas as the consumer is not currently charged anything). Similar payment systems are being used by "shareware" software developers, who receive voluntary payments for a product that can also be acquired at no cost. Despite the potential economic incentive to 'free-ride' on the information paid for voluntarily by others, this payment method works for some sites by enabling some consumers to fund those product and service providers they use, while leaving the site generally open to all.
Trust can also be enhanced by making effective use of the vast amount of information accessible on the web, in chat rooms and through other Internet-based interactions (e.g. Ben-Ner and Putterman, 2002, pp. 25-26) . People who have the appropriate skills to collate and interpret online information can enhance their ability to authenticate the value of products, services and information, thereby enhancing trust. However, others could drown in the flood of information, creating an increased risk of negative outcomes from using the Internet that cause a general loss of trust in the e-economy. This raises concerns about inequalities caused by variations in the skills of different social groups.
Economic Aspects of Trust in Electronic Commerce
Kenneth Arrow (1971) points out that even though it should be "rational economic behaviour" to cheat or disregard trust, agents exhibiting trust and confidence are an essential part of a successful economy. Arrow also recognises that, in order to improve efficiency, trust can be enhanced via non-market controls, which can be endogenous (the inherent qualities of individuals) or exogenous (provided by third parties, e.g. through the approaches discussed in section 4 below).
According to Bacharach and Gambetta (2001) , there are two types of endogenous trust properties of an individual: krypta (unobservable properties) and manifesta (observable properties). As already discussed, the reduced channel of communication available in electronic interactions is likely to make it more difficult to detect facial expressions, eye movement, gestures and other non-verbal manifesta that are important in establishing trust, which could make online consumers and businesses feel they are more open to "mimics" who pose as something they are not. At the same time, manifesta can also be used to deceive. However, when consumers feel that "seeing is believing", establishing trust in an online business can be more difficult, even when access to information and expertise via the Internet can also be used to enhance trust and detect deceit. Given the perception of the reduced possibility to determine individual's qualities in electronic interactions because of the narrower communication channel, the establishment of identity using exogenous third-party controls becomes more important.
Increasing the overall trustworthiness of people may require a long-term cultural change, possibly involving a change in preferences (as suggested by Zizzo, 2003) or through a change in the way that agents perceive the decision problem, for example if they think they are being trusted and they are psychologically responsive to the trust placed in them (Bacharach, Guerra and Zizzo 2001; Guerra and Zizzo, 2003) . Putting the controls in place to transform unwarranted trust situations into ones of warranted trust may be easier and speedier to do, and may be one of the benefits of introducing controls. However transparency in the establishment of institutions of control is important to allay fears that there is no-one to control the controllers.
The next section discusses examples of possible solutions to the electronic trust problems highlighted above.
Enhancing trust in an e-economy
A variety of strategies to enhance trust in e-commerce have been developed. Four of these are particularly suited to meeting the demands of the information economy: identity establishment, third-party certification, loss insurance and legal frameworks.
Establishing identity
Given that imitation in electronic media is inexpensive, consumers and businesses need assurance regarding the identity of the business or person they are interacting with. For instance, in a typical business-to-consumer commerce transaction, it is important to establish both the personal authentication of the consumer by the online supplier and trust in the identity and reputation of the supplier by the consumer. In such an e-commerce transaction, one way to establish the consumer's identity is through the use of a verifier (e.g. Netscape User Identity) to authenticate the identity of an agent. This kind of product reduces uncertainty, which is one of the main trust factors. The use of authentication impacts privacy, as the verifier has to maintain records of requests for verification, in case a dispute arises. However, this "trail" contains detailed personal information, so consumers are sometimes worried about the effect this has on their privacy. According to a survey 15 , 70% of consumers in the US fear that privacy of their personal data is more at risk with the Internet than with the telephone or postal services. Some companies have developed PET-based services to address this fear. Citibank, for example, issues "virtual account numbers" to its clients, which are like virtual credit card numbers specific to individual transactions. This enables the identity of the client to be hidden from the seller, with only Citibank retaining a record of the buyer's identity (as it would in any other financial transaction). This is also an example of the role of third-parties in trust-enhancement processes; the next section identifies other ways in which third parties can influence trust.
Third-party certification
Certification can provide information that goes beyond just the identity of an agent, for instance using products that provide information on aspects such as reputation (e.g. the rating of individual consumers made by Amazon and e-bay) and signals of external approval (for example "quality" seals and trustmarks for web sites, such as the VeriSign secure seal and TRUSTe privacy mark). The main objective of third-party certification is to reveal information about characteristics that cannot be otherwise observed by individuals (see Guerra, 2001 for a detailed discussion on the subject). This kind of certification can reduce both uncertainty and temptation to violate trust (for example when the reputation reported indicates that trust is warranted). Advantages in terms of these two key trust factors makes certification particularly attractive for e-commerce. Such certification can be voluntary, for example with a company deciding whether or not to apply for VeriSign or TRUSTe approval of their web site. In this case, the amount of information disclosed to the third party is clearly specified within defined limits and holders of the certification can control the publication of information, so privacy is not a major concern. When certification is involuntary, however, companies may feel that their feel that the confidentiality of commercially-sensitive information has been compromised, for example when a certifier "tests" qualities on different providers with or without their consent (e.g. using techniques such as the Gomez benchmark and scorecards). Concerns about privacy are likely to be particularly strong when an involuntary sampling process produces unfavourable results.
Loss insurance
Loss insurance limits the potential damage caused to a consumer in e-commerce transactions, thereby reducing the level of exposure, one of the three key trust factors discussed earlier. This reduction of exposure does not increase trust per se, but reducing the level of trust required to engage in a transaction has the overall effect of enhancing guaranteed trust transactions. The direct impact of loss insurance on Internet usage is illustrated by the way the U.S. Electronic Funds Transfer Act, which limited consumer losses in electronic transactions to $50 per credit card, increased electronic purchases and expanded the credit card industry. When it was enacted, however, banking associations generally assumed that such regulation would dampen the credit card market. This illustrates the difficulties of forecasting outcomes from policies relating to trust.
Legal frameworks
Regulation and legislation reduce temptation by making illegal activities expensive, and different regulatory and legal frameworks can address different trust concerns. For example, the OECD Guidelines on Privacy 16 and data protection legislation in many countries, often based on these Guidelines, have been stimulated directly by concerns over consumer protection with computer-based systems. Crimes related to electronic systems (see Appendix II) have also led to computer-related law, such as criminal information legislation, like that enacted in 1978 in the U.S., in 1981 in the U.K. and 1986 in Germany and Sweden. The Electronic Funds Transfer Act of America addresses the exposure aspect of trust (by reducing or limiting it), while laws against computer-related economic crime reduce temptation (by making trust violations expensive, or less attractive). A legal framework can also reduce uncertainty by establishing an effective ADR strategy for resolving online disputes, thereby providing a framework to form expectations in cases of non-compliance.
Privacy, Security and Identity Dimensions of Trust-Enhancing Products
Strategies, products and services to enhance trust can be evaluated along five dimensions, each having different implications on trust and privacy: participation, depth, publication, payer and price.
Understanding each is important in developing guidelines and policies for evaluating, monitoring, comparing and developing different approaches and products to deal with specific trust-enhancement goals.
The participant denotes whom is covered by a particular approach to trust enhancement. For instance, legal frameworks must be universal, while different types of certificates and authentication can be either universal or restricted. While loss insurance should be universal in principle, in practice it is necessary to limit it, in order to allow for adequate reserves to be maintained. When there are several market providers of a trust-enhancing product, such as third-party certification, those being monitored could go "shopping" for the best one they can obtain, thereby diminishing the informative value of that certificate. 16 The OECD Guidelines specify eight principles: 1) there should be limits to the collection of personal data; 2) data quality should be accurate, complete and kept up-to-date and relevant to the purposes for which they are to be used; 3) the purposes for which personal data are collected should be specified, not later than at the time of data collection; 4) use of data should be generally limited to the specified purpose; 5) personal data should be protected by reasonable security safeguards; 6) there should be a general openness about related developments, practices and policies; 7) individuals should have rights to participate in obtaining and challenging personal data; 8) and a data controller should be accountable for compliance. Cantor and Packer (1995) , for example, discuss how bond issuers often seek (and many times gain) an investment-grade rating from another credit-rating agency if one of the two major agencies rates their bonds as non-investment grade. One way to avoid this problem would be to monitor third-party certification agents. However, the implied non-voluntary involvement in this monitoring could result in an infringement of privacy that raises important policy issues Depth refers to where the boundaries are set for a PET or other trust-enhancing mechanism. These boundaries should encompass those characteristics that matter to the user, and provide accurate and useful information. For instance, variations in the scope of a PET are indicated by the amount of information disclosed by each product. Establishing the identity of an agent may be restricted just to whether that person is who he claims to be, or could be extended to include personal demographics (for example age, sex, race) and preferences (e.g. consuming habits, purchase history). The greater the information required by a PET, the higher is the risk of invading the privacy of individuals, although its value in trust enhancement could also be higher. It is important therefore to know the scope of the PET to determine whether it is a trust-enhancing or an informationexploitation instrument. Furthermore, the greater the amount of information required, the higher must be the security controls to avoid breaches of privacy caused by unauthorized access to the information. Depth is well defined for personal authentication, as it generally tries to answer the question "Is this who he says he is?", which can be answered through the use of a password, personal identification number (PIN), personalised questions and other techniques. Depth is less clear in other areas, such as security and privacy quality seals for web sites, so it is important that the boundaries applied are clearly defined. Trustenhancing legislation is likely to be most effective when its depth has a well-delineated focus which avoids being so broad that it allows many loopholes, or so narrow that it may be restricted to very particular cases.
Publication addresses when aspects covered by a PET, legislation or other trustenhancing approach need to be made available or released. For instance, information can be made available on demand (e.g. from a third party) or can be shared publicly with all potential participants at the same time. An individual may be willing to share with one online company what she considers to be sensitive personal information, but may be reluctant to make that information available to other online traders. The right to privacy may be violated if the information is made public without the consent of those involved. The significance of the effects of this dimension can be seen when trying to understand the differences in the regulation of privacy in the U.S. and in Europe. The U.S. legal system protects consumer privacy but considers data to be corporate property: once a person voluntarily discloses information, that information is no longer considered private. In the U.S., unauthorised use of information is seen as more of an ethical and public relations problem than a legal one. European regulations, on the other hand, prevent the secondary use of data, which must be collected for a specific purpose and cannot be used for a different one (with the exception of historical, statistical or scientific purposes). European regulation requires that information collected be accurate, that only data necessary for the stated purpose can be collected, anonymous when possible, and the information has to be deleted when no longer useful for the original purpose; there is much current debate in the U.S. on the data-retention issue. Both legislation and loss insurance clearly have to be made public before they can be applied. Authentication and certification, however, can be made public on application or on demand. The benefits and shortcomings of both approaches have to be taken into account to optimise their use.
The payer refers to who should be charged for the trust-enhancing product or service. When a product is a public good, in that its use by one agent does not prevent other agents from using it, the socially optimal approach may be to have the whole society pay for it. As Beales, Craswell and Salop (1981) point out, information markets present imperfections due to their natural monopoly features (there is a low marginal cost for distributing information once it has been produced) and their potential "free rider" problems (when buyers can resell or give away acquired information to others). Coestier (1998) proposes public financing of certification, given its public-good characteristics, as otherwise there could be too little supply of the certificates that are required.
Price focuses on how much is charged to obtain a trust-enhancing product or service, such as certification. This depends on the characteristics of the payee. For instance, if the owner of a web site pays for some form of "quality" mark or other certification, the exposure factor of trust may be increased; this can produce undesirable effects as there is a risk of moral hazard, in which the supplier of the mark who verifies the system might charge a higher price for a better outcome, thereby increasing uncertainty among consumers when they see the mark.
Lines for further research
The previous sections provide an overview of the main characteristics of online trust in ecommerce, especially its important identity, privacy and security aspects. This section highlights major areas for further social research, identifying the most important questions to be addressed (Appendix III lists some key researchers in disciplines relating to trust and privacy).
a) Understanding the economic impact of trust
There is wide acceptance that trust is an important factor in nurturing or constraining the growth of e-commerce. But what are the specific economic implications of trust, and how can the economic impacts of different trust-enhancing strategies, such as PETs and ADR frameworks, be evaluated?
• Estimating the economic value of trust: What is the cost-reduction potential of PETs and other trust-enhancement initiatives, in terms of factors such as the decrease of intermediation costs and search costs? What are the empirical and theoretical trade effects of trust-enhancing initiatives, including measures of the economic impact of existing trust-enhancing mechanisms? What are the key externalities affecting trust? For example, to what extent can efforts to create the trust necessary for a consumer to make the first online purchase from a supplier reduce the cost of subsequent transactions? And what are the implications of the "contagion" effect of trust, in which a consumer's level of trust might increase if she perceives that other consumers also trust that online retailer? • Economics of trust-related products, services and other initiatives: What are the impacts on e-commerce and the broader e-marketplace of the creation of a new industry based on developing, selling and implementing trust-enhancing products and services? What are the implications for start-up and online-only companies of the potential for established 'click and mortar' operations to gain greater trust because of their previous reputation? To what extent is the desire to establish ecommerce trust through alliances with acknowledged blue-chip firms and brand leaders likely to result in a concentration of e-commerce power among a few large players? Are there steps that should be taken to stimulate a more diverse ecommerce market? 
c) Analysing the trust-identity-privacy-security relationship
Analysing the relationship between trust and its three principle aspects highlighted in this paper (identity, privacy and security) is of crucial importance in dealing with trust issues. What are the key parameters in each dimension and what conceptual and experimental frameworks can help to assess how to balance competing and complementary aspects?
• Testing the effects on trust of different trust-enhancing approaches: What are the trade-offs between the dimensions in different contexts and how can they be affected by different trust-enhancing policies and products? • Understanding the influence of different dimensions of trust: How can the main aspects of trust be affected by different external or internal products and services (e.g. see Bacharach, Guerra and Zizzo, 2001 for the effects of kindness, need and trust-responsiveness)? What are the cross-impacts of different dimension on each other? How can these impacts avoid the dampening effects resulting from interactions between the use of different mechanisms at the same time? • Analysis of relationships between dimensions: How can the economic need to encourage the growth of free-flowing e-commerce growth be balanced with rights for privacy protection and security of information? What are the complementarities and tensions? Is there a theoretical approach that can assist to determine the equilibrium point in resolving any conflicts? • Multi-disciplinary analyses of the advantages and disadvantages of a mix of approaches to trust, privacy and other dimensions: What are the relevant issues that need to be assessed in comparative studies, for example the consequences of, and maintenance required by, each approach and mix?
d) Understanding the social impacts of trust
Social and cultural contexts can play an important role in determining perception of trust in e-commerce. What are the key relevant social issues?
• Influence of culture on trust perceptions: How do different social contexts (for example generational, educational and geographical) affect issues of trust and the design and use of trust-enhancing products, services and frameworks? What policies have attempted to address these? How effective have they been? What lessons are there for policy focusing on trust in e-commerce? • Social inequalities in the "digital divide": How do skills in accessing, managing and interpreting information on the web, and engaging in social interactions through the Internet, affect trust outcomes in relation to e-commerce? What is the evidence on the impacts made on this by policy initiatives?
Conclusion
The main objective of this paper was to provide a common ground and a starting point for further research. It has done this by highlighting the complexities of trust as a concept and by outlining the broad scope of trust in the information economy. Potentially effective trustenhancing strategies, products and service have been explored. Some frameworks for studying trust in e-commerce and other online transactions have also been described, including key priorities for an agenda of multidisciplinary social research to improve understanding of trust in an e-economy.
Appendix I A Basic Trust Game
Figure 1uses purely illustrative magnitudes to present an example of a basic e-commerce trust game based on Bacharach and Gambetta (2001) and Bacharach, Guerra and Zizzo (2001) . When thinking about making a purchase, e.g. of a product via a web site, the consumer (trustor) in Figure 1 has to decide whether or not to trust the online store (trustee) supplying the product. The numbers on the left in each box display the payoff she would receive, given her and the trustee's actions. Numbers on the right indicate the store's payoffs -what the store would receive given its and the consumer's choices. The payoff to the store if the consumer chooses not to trust is zero. The consumer would improve her situation, if the trustee were to honour her trust; however, by trusting the online store she is exposing herself to a risk she would otherwise not be subject to, since y > -3 (exposure condition): the greater the difference (y -3), the greater is the exposure for the consumer. The exposure condition implies that it would not be rational for the consumer not to choose "Trust" if she is expecting the store to choose "Violate". The store is tempted to choose "Violate", as it can receive more from doing so than from honouring trust (temptation condition: z > 1): the greater z is, the greater is the temptation. In general, trust-enhancing measures will succeed insofar as they reduce the temptation for the trustees (the store in our example) and the exposure for the trustors (the consumer in our example).
